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* 2025 Top 10 ZEMEQ| 3&F 2| : Brian Glas, Torsten Gigler, Neil Smithline, Andrew van der Stock, Tanya Janca

* &0 =&|: Accenture (Prague), Anonymous (multiple), Bugcrowd, Contrast Security, CryptoNet Labs, Intuitor SoftTech
Services, Orca Security, Probley, Semgrep, Sonar, usd AG, Veracode, Wallarm
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2003
Al-Unvalidated Parameters
A2-Broken Access Control
A3-Broken Account and Session Management
A4-Cross Site Scripting (XSS) Flaws
AS-Buffer Overflows
A6-Command Injection Flaws
A7-Error Handling Problems
A8-Insecure Use of Cryptography
A9-Remote Administration Flaws
A10-Web and Application Server Misconfiguration

2013
Al-Injection
A2-Broken Authentication and Session Management
A3-Cross-Site Scripting (XSS)
Ad-Insecure Direct Object References
AS-Security Misconfiguration
A6-Sensitive Data Exposure
A7-Missing Function Level Access Control
A8-Cross-Site Request Forgery (CSRF)
AS-Using Components with Known Vulnerabilities
A10-Unvalidated Redirects and Forwards

2004
Al-Unvalidated Input
A2-Broken Access Control
A3-Broken Authentication and Session Management
A4-Cross Site Scripting (XSS) Flaws
AS-Buffer Overflows
A6-Injection Flaws
A7-Improper Error Handling
A8-Insecure Storage
A9-Denial of Service
A10-Insecure Configuration Management

2017
A1:2017-Injection
A2:2017-Broken Authentication
A3:2017-Sensitive Data Exposure
A4:2017-XML External Entities (XXE)
A5:2017-Broken Access Control
A6:2017-Security Misconfiguration
A7:2017-Cross-Site Scripting (XSS)
A8:2017-Insecure Deserialization

2007
A1-Cross Site Scripting (XSS)
A2-Injection Flaws
A3-Malicious File Execution
Ad-Insecure Direct Object Reference
AS5-Cross Site Request Forgery (CSRF)

A6-Information Leakage and Improper Error Handling

A7-Broken Authentication and Session Management
A8-Insecure Cryptographic Storage

A9-Insecure Communications

A10-Failure to Restrict URL Access

2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
A08:2021-Software and Data Integrity Failures

A9:2017-Using Components with Known Vulnerabilitie A09:2021-Security Logging and Monitoring Failures*

A10:2017-Insufficient Logging & Monitoring

A10:2021-Server-Side Request Forgery (SSRF)*

2010
Al-Injection
A2-Cross-Site Scripting (XSS)
A3-Broken Authentication and Session Managemen'
Ad-Insecure Direct Object References
AS5-Cross-Site Request Forgery (CSRF)
A6-Security Misconfiguration
A7-Insecure Cryptographic Storage
A8-Failure to Restrict URL Access
A9-Insufficient Transport Layer Protection
A10-Unvalidated Redirects and Forwards

2025
A01:2025-Broken Access Control
A02:2025-Security Misconfiguration
A03:2025-Software Supply Chain Failures*
A04:2025-Cryptographic Failures
A05:2025-Injection
A06:2025-Insecure Design
A07:2025-Authentication Failures
A08:2025-Software or Data Integrity Failures
A09:2025-Logging & Alerting Failures*
A10:2025-Mishandling of Exceptional Conditions
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2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-ldentification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures*
A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

2025
> A01:2025-Broken Access Control

A02:2025-Security Misconfiguration
ew)=, A03:2025-Software Supply Chain Failures*
A04:2025-Cryptographic Failures

A05:2025-Injection
\ A06:2025-Insecure Design

A07:2025-Authentication Failures

> A08:2025-Software and Data Integrity Failures
> A09:2025-Logging & Alerting Failures*

(New) A10:2025-Mishandling of Exceptional Conditions

* From the Survey
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Failures)
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e 34l (MaxIncidence Rate % * 1000) + (Max Coverage % * 100) + (Avg Exploit * 10) + (Avg Impact * 20) + (Sum
Occurrences / 10000) = Risk Score

e CWEs Mapped: The number of CWEs mapped to a category by the Top Ten team.

e Incidence Rate: Incidence rate is the percentage of applications vulnerable to that CWE from the population

e tested by that org for that time period.

e Weighted Exploit: The Exploit sub-score from CVSSv2 and CVSSv3 scores assigned to CVEs mapped to CWEs,

e normalized, and placed on a 10pt scale.

e Weighted Impact: The Impact sub-score from CVSSv2 and CVSSv3 scores assigned to CVEs mapped to CWEs,

e normalized, and placed on a 10pt scale.

e (Testing) Coverage: The percentage of applications tested by all organizations for a given CWE.

e Total Occurrences: Total number of applications found to have the CWEs mapped to a category.

e Total CVEs: Total number of CVEs in the NVD DB that were mapped to the CWEs mapped to a category.

Category Incidence Coverage Exploit Impact Occurances Score Rank
Software Supply Chain Failures 88.14 65.42 81.7 104.7 21.52 361.42 10
Cryptographic Failures 137.74 100.00 72.3 7759 166.53 554.56 3
Security Misconfiguration 276.99 100.00 79.6 79.4 71.91 607.89 2,
Authentication Failures 158.00 100.00 76.9 88.8 112.07 535.74 5
Software or Data Integrity Failures 89.78 78.52 711 957 50.13 385.22 9
Memory Management Errors 29.57 55.62 67.5 96.3 22.04 " 271.08 12
Insecure Design 221.81 88.76 69.6 81.0 72.99 534.19 6
Injection 137.65 100.00 7.5 86.4 140.42 535.96 4
Broken Access Control 201.52 100.00 70.4 76.8 183.97 632.68 1
Logging & Alerting Failures 113.33 85.96 71.9 53.0 26.03 350.20 11
Mishandling of Exceptional Conditiol  206.72 100.00 711 76.2 76.96 531.00 7
Lack of Application Resilience 200.47 86.01 79.2 69.8 86.51 521.95 8
Weight 1000 100 10 20 10000



Ranking Category Score
#1 Software Supply Chain Failures 522
#2 Software or Data Integrity Failures 273
#3 Logging & Alerting Failures 200
#4 Lack of Application Resilience 193
#5 Mishandling of Exceptional Conditions 178
#6 Memory Management Errors 08




